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Management and Update of the Policy

September
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(Revision)

Responsibility for the monitoring of this policy: Dawley Brook Primary School Governing Board

This policy is linked directly to National Legislation and DSPPB thresholds and operating procedures. In addition, it has been written with references to the following sources of
information: Hertfordshire E-Safety Policy, Kent e-Safety Policies, Information and Guidance, South West Grid for Learning- Online Safety School template Policies.

Our Online Safety Policy is a living document and will be updated in response to changes in legislation or DSPPB operating procedures
(This will occur at least once on an annual basis)

All staff and stakeholders may contribute to the development of our policies and procedures.

Our policy will be published on our website and paper copies are available upon request.
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Safeguarding Definition
Safeguarding and promoting the welfare of children is defined forthe purposes of this guidance as:

* protectingchildren from maltreatment;

* preventingimpairmentof children’s mentaland physical health or development;

* ensuringthatchildren grow upin circumstances consistent with the provision of safe and effective care; and

* takingactiontoenableall childrento have the best outcomes.
(The term children, includes everyone underthe age of 18.)
Safeguardingis what we do forall childrenand young people to keep them safe whilstin our care. Child protection describes the policy and procedures specifically for
those young people who are at risk of serious harm or have been seriously harmed.

At Dawley Brook Primary School we are committed to safeguarding children and young people and we expect everyonewho works in ourschool to share this
commitment.

Adultsin ourschool take all welfare concerns seriously and encourage children and young peopleto talk to us about anything that may worry them. We will always
actin the bestinterest of the child.

The requirement to ensure that children and young people are able to use the internet and related communications technologies appropriately and safely is
addressed as part of the wider duty of care to which all who work in schools/academies are bound.

Scope

This policy applies to all members of the school community (induding staff, pupils, volunteers, parents/carers, visitors, community users) who have access to and are
users of school ICT systems, both in and out of the school.

The Education and Inspections Act 2006 empowers Headteachers ,to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school
site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying, or other online
safety/e-safety incidents covered by this policy, which may take place outside of the school but are linked to membership of the school community.

The 2011 Education Act increased these powers with regard to the searching for and of electronic devices and the deletion of data. In the case of both acts, action will
be taken as specified in our Behaviour Policy.

Schools who wish to implement Part 2 of the Education Act 2011 (Discipline); the added power to search foritems ‘banned under the school rules’ and the power to
‘delete data’ stored on seized electronicdevices should ensure that other policies reflect this content. School Electronic Devices - Search and Deletion.

The school will deal with such inddents within this policy and associated Behaviour and Anti-bullying policies and will, where known, inform parents/carers of
incidents of inappropriate e-safety/online safety behaviour, that take place out of school.
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Development, Monitoring and Review of the Online Safety Policy:
Dawley Brook Primary School’s Online Safety Policy has been developed by acommittee made up of:

* School/Academy/ E-Safety Coordinator / Officer /DSL’s/Online Safety Coordinator
* Headteacher/SeniorLeaders

* Teachers

* Pupils

* Support Staff

* |ICT Technical staff

* Governors

* Parentsand Carers

* Community users

Consultation with the whole school community has taken place through the following:

* Staff meetings

* School Pupil Council

* [NSET Days

* Governorsmeetings/sub-committee meetings

* Parentsevening

» School website/ newsletters

* The results of surveys/questionnaires with specific reference to e-safety/online safety

The school will monitorthe impact of the policy using:

* Logs of reportedincidents

* DGfL orinternal monitoringlogs of internet activity (including sites visited)
* Internal monitoring of datafor network activity

* Surveys/ questionnaires of stakeholders-including ‘pupil voice’

* Updatesfromthe LA and DSPP (Dudley Safeguarding People Partnership)
* Attendance at DSL briefings

* LA bulletins/managed service bulletins

* Townshipfoci

* Communications from external agenciesi.e. the Police, CCG
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Roles and Responsibilities: Governing Board:

Governors are responsible for the approval of the Online safety Policy and for reviewing the effectiveness of the policy. This will be carried out by the Safer Working
Committee receiving regularinformation about online safety incidents and monitoring reports.

A member of the Governing Board has taken on the role of Online safety Governor.

The Online Governoris Angela McHenry (Link Governor responsible for Child Protection and Safeguarding)

The role of the Online Safety Governorwillinclude:

Regular meetings with the Online Safety Lead;

Regularupdates onthe monitoring of Online safety incident logs;

Regularupdates on the monitoring of the filtering of web sites/change control logs;
Reportingto the Full Governing Body on atermly basis;

Attendance at Online safety meetings, conference, training.

Roles and Responsibilities: Online Safety Lead:

At Dawley Brook Primary School, the role of Online Safety Lead isincluded within the wider responsibilities of The Designated Safeguarding Lead.

The Online Safety Lead is Matthew Walters (Deputy Headteacher/Designated Safeguarding Lead)

Specificresponsibilities related to the day to day management of Online Safety at the school include:

Leading the Online Safety Committee;

Taking day to day responsibility for Online Safety issues and having aleadingrole in establishing and reviewing the school Online Safety policies/documents;
Ensuringthatall staff are aware of the proceduresthat need to be followed in the event of an Online Safety incident taking place;
Providingtraining and advice for staff;

Liaisingwith the Local Authority;

Liaising with the school’s SIRO to ensure all school dataand informationis kept safe andsecure;

Liaising with school ICT technical staffand/or school contact from the managed service provider- RM;

Receiving reports of Online Safety incidents and creating alog of incidents to inform future Online Safety developments;
Meetingregularly with the Online Safety Governorto discuss currentissues, review incident logs andfiltering;

Attending relevant meetings/Governor committee meetings;

Cascading centrally communicated updates as appropriate;

Reportingregularly to the Senior Leadership Team.
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Roles and Responsibilities: Online Safety Committee:

Members of the Online Safety Committee will assist the Online Safety Officer with:

The production, review and monitoring of Dawley Brook Primary School’s Online safety policy and associated documentation;
Mappingand reviewing the Online Safety/Digital Literacy curricular provision —ensuring relevance, breadth and progression;
Monitoring network/internet/incidentlogs;

Consulting stakeholders—including parents/carers and pupils about the online safety provision provided by the school;

Identifying current technology/app trends.

Roles and Responsibilities: Headteacher and Senior Leaders:

The Headteacher has a duty of care for ensuring the safety (induding online safety) of members of the school community, though the day to day responsibility
for online safety will be delegated to the Online Safety Officer/Designated Safeguarding Lead.

The Headteacher is responsible for ensuring the safety (induding online safety) of members of the school community and is likely to be the school’s Senior
Information Risk Owner (SIRO).

The school’s SIROis responsible forreporting security incidents as outlined in the school’s Information Security Policy.

The Head teacher and another member of the SLT are aware of the procedures to be followed in the event of a serious Online safety allegation being made
againsta member of staff DSPP information: Management of allegations against staff

The Headteacher/Senior Leaders are responsible for ensuring that the Online Safety Officer and other relevant staff receive suitable training to enable them to
carry out theironline safety roles and to train other colleagues, as relevant.

The Headteacher/Senior Leaders are responsible for ensuring safeguarding training for staff, induding online safety training, is integrated, aligned and
considered as part of the whole school or college safeguarding approach and wider staff training and curriculum planning.

The Headteacher/Senior Leaders will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal
online safety monitoring role. Thisisto provide asafety net and supportto those colleagues who take onimportant monitoringroles.

The Senior Leadership Team willreceive regular monitoring reports from the Online Safety Officer.

The Headteacher is responsible for ensuring that parents and carers, when given access to data and information relating to their child/children via an online
communication system, have adequate information and guidance relating to the safe and appropriate use of this on-line facility. The school will have a record
of theirchosen online systems and associated privacy notices.

The Headteacher or a designated member of the Senior Leadership Team is responsible for ensuring that parents/carers understand that the school may
investigate any reported misuse of systems, by pupils, out of school hours, as part of ‘safeguarding’ procedures.
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Roles and Responsibilities: Managed service provider:

* The managed service provider is responsible for helping Dawley Brook Primary School to ensure that it meets the Online Safety technical requirements outlined
by DGfL, whichis alignedto national guidance.

* The managed service provides a number of tools to schools/academies induding e-Safe monitoring, RM SafetyNet filtering and MDMs (Mobile Device
Management systems), which are designed to help Dawley Brook Primary School keep users safe -(seeappendix2). The school can configure many of these
locally or can choose to keep standard settings.

* A designated adult can access activity logs for network users and apply ‘rules’ to specific group of users. Schools/Academies should nominate a suitable
member of staff to manage this responsibility and keep logs of any changes made tofilteringand monitoring rules.

* The nominated member of staff for Dawley Brook Primary School is Lisa Maskell (Headteacher).

* CC4 Access and similar products, are applications that enable a user to remotely access documents and applications stored on the school servers. Dawley Brook
Primary School has responsibility for ensuring files and applications accessed via this system comply with information and data security practices.
Schools/Academies may wish to spedfy the type of information that users can access via CC4 Access or a similar product that allows remote access to the
server.

* The DGfL Client team, work with school/academy representatives to develop and update a range of Acceptable Use Agreements/guidance (seeAppendix3) and
include relevant Local Authority Online safety policies and guidance.

* Members of the DGfL team will support Dawley Brook Primary School toimprove their Online Safety strategy.

* The managed service provider maintains backups of email traffic for 90 days. If access to this information is required, the nominated member of staff for
Dawley Brook Primary School should contact the DGfLteam.
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Roles and Responsibilities: Teaching and Support Staff:

Are responsible forensuring that:

They have an up to date awareness of Online Safety matters and of Dawley Brook Primary School’s Online Safety policy and practices;
They have read and understood the most recent guidance specified in Keeping Children Safe in Education 2022;

They have read, understood and signed the school/academy Staff Acceptable Use Agreements (AUA’s);

They encourage pupilsto develop good habits when using ICT to keep themselves safe;

They reportany suspected misuse or problemto the Online Safety Officer or Headteacher forinvestigation as appropriate;

Digital communications with pupils (email, video conferencing, applications etc.) should be on a professionallevel and only carried out using officialschool
systems;

Online Safetyissues are embedded in all aspects of the curriculum, in line with the statutory 2014 curriculum requirements;
Pupils understand and follow the school Online Safety Policy and acceptable use agreements;

Pupils have agood understanding of research skills and the need to avoid plagiarism and uphold copyright regulations;
They monitor computing activity in lessons, extra-curricularand extended school activities;

They are aware of Online Safety issues related to the use of mobile phones, cameras and hand-held devices, including their personally owned devices and that
they monitortheiruse and implement currentschool policies with regard to the use of these devicesinthe school or during extended school activities.

In lessons, where internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with
any unsuitable material thatisfoundininternetsearches;

Pupilsunderstand that there are sanctions forinappropriate use of technologies, including peeron peerabuse, and theschool will implement these sanctions
inaccordance with the AUA or any statementsincluded in other policies;

Pupils understand that the school may investigate any reported misuse of systems, by pupils, out of school hours as part of ‘safeguarding’ procedures.

Roles and Responsibilities: Community Users or ‘Guest Access’:

Community Users who access Dawley Brook Primary School’s ICT systems e.g. network, internet, website, School PING or otherschool provided system as part of the
Extended School provision, will be expected to signa Community User Acceptable Use Agreement before being provided with acce ss to the systems.
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Roles and Responsibilities: Designated Safeguarding Lead:

At Dawley Brook Primary School, the role of Online Safety Lead is included within the wider responsibilities of The Designated Safeguarding Lead.

The Designated Safeguarding Lead is Matthew Walters (Deputy Headteacher)

The Designated Safeguarding Lead is trained in Online safety issues and is aware of the potential for serious child protection issues to arise from:

Sharing of personal data;

Publishing of spedific information relating to school-based activities involving pupils, via offidial school systems such as Dawley Brook Primary School’s web site,
external school outlook calendar, Twitter etc;

Sharing of school owned devices or personal devices that may be used both within and outside of the school;
Accessto illegal/inappropriate materials;

Inappropriate on-line contact with adults/strangers;

Potential oractual incidents of grooming;

Cyber-bullying, Peer on peer abuse, Sharing of Nude/Semi-nude images (Sexting) and Sextortion, Revenge pom, Up skirting, Radicalisation, CSE, CCE,
Cybercrime.

Roles and Responsibilities: Pupils:

Pupils have access to Dawley Brook Primary School’s network and technologies that enables them to communicate with others beyond the school environment. The
networkisa secure, monitored and safe system. As such pupils:

Are responsible for using the school computing systems in accordance with the Pupil Acceptable Use Agreement (seeappendix3), which they, or their
parents/carers will be expected to sign before being given access to school systems;

Need to have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations;
Need to understand the importance of reporting abuse, misuse oraccess toinappropriate materials and know how to do so;

Will be expected to know and understand school policies on the use of mobile phones, digital cameras and hand-held devices. They should also know and
understand school policies on the taking/use of images, use of sodal networking sites, video streaming facilities, digital image sharing sites and cyber-bullying.
Thisincludes the implications of use outside of Dawley Brook Primary School;

As appropriate, are responsible for the safe use of school owned equipment at home, in accordance with the school Acceptable Use Agreement, for these
devicesand upon completion of aguardianship/loan form.

Should understand the importance of adopting good Online Safety practice when using digital technologies out of school and realise that this Online Safety
Policy covers theiractions out of school, if related to the use of an externally available web-based system, provided by the school.

Should understand that the school has a ‘duty of care’ to all pupils. The misuse of non-school provided systems, out of school hours, will be investigated by the
school inline with the behaviour, anti-bullying, child protection and other safeguarding policies.
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Roles and Responsibilities: Parents/Carers:

Parents/Carers play a crucial role in ensuring that their children understand the need to use the internet/mobile devicesin an appropriate way. Dawley Brook Primary
School will therefore take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, the school website and through
the provision of information about national/local Online Safety campaigns orliterature.

Parents and carers will be responsible for:
* Endorsing (bysignature) the Pupil Acceptable Use Agreement;
Accessingthe Dawley Brook Primary School website or other school provided system e.g. School PING;
Promoting good online safety practice by following guidelines on the appropriate use of digital and video images taken at school events and their children’s

devicesinschool.
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Additional information and guidance

DGfL Info.Security http://www.dudley.rmplc.co.uk/proposed/CMS/
(available from school computer) index.php/category/information-security/

https://www.dudleysafeandsound.org/onlinesafety

Dudley- Safe and Sound

https://www.gov.uk/government/consultations/online-harms-white-paper

Online Harms Paper

https://www.gov.uk/government/publications/teaching-online-safety-in-schools

Teaching Online Safety in Schools

DfE- Preventingand Tackling Bullying https://www.gov.uk/government/publications/preventing-and-tackling-bullying
(2017)

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2

Keeping Children Safe in Education

https://www.gov.uk/government/publications/working-together-to-safeguard-children--2

Working Togetherto Safeguard Children

https://safeguarding.dudley.gov.uk/safeguarding/child/work-with-children-young-people/online-safety-and-

Use of images X
use-of-images/

Searching, Screening and Confiscation at | https://www.gov.uk/government/publications/searching-screening-and-confiscation
School

https://www.gov.uk/government/publications/prevent-duty-guidance

Revised Prevent Duty

https://swgfl.org.uk/products-services/online-safety/resources/online-safety-policy-templates/

SWGfL Policyand AUA’s
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Education: Pupils

Learning opportunities about Online Safety are embedded into the curriculum throughout the school and are taughtin all year groups.

All staff have a responsibility to promote good Online Safety practices.

At Dawley Brook Primary School, education about Online Safety is provided in the following ways:

A planned Online Safety programme is provided as part of, but notlimited to, the wider Computing and PHSE curriculum and is regulary revisited. This includes
the use of ICT and new technologiesin and outside of Dawley Brook Primary School;

Key Online Safety messages are reinforced as part of a planned programme of assemblies and pastoral activities;

Pupils are taught in all lessons to be critically aware of the materials/content they access on-line and be guided to validate the accuracy and plausibility of
information;

Pupils are taught to acknowledge the source of information used and to respect copyright when using materialaccessed on the internet;

Pupils are supported in building resilience, induding to radicalisation, by providing a safe environment for debating controversial issues and helping them to
understand how they can influence and participatein decision-making;

Pupils are aware of the Pupil Acceptable Use Agreement’'s and are encouraged to adopt safe and responsible use of ICT, the internet and mobile devices both
within and outside of Dawley Brook Primary School;

Pupils are aware that their network activity is monitored and where pupils are allowed to freely search the internet, theirinternetactivity is being scrutinised;
Pupils may needtoresearch topics that would normally be blocked and filtered. Any request to unfilter blocked sites, for a period of time, must be auditable;
Rulesforuse of ICT systems/internet are posted across the school and specified in separate policies relating to the use of school endorsed systems;

Students and pupils are taught the importance of information security, cybersecurity and the need to keep information such as their password safe and secure;

Staff act as good role modelsin theiruse of ICT, the internet and mobile devices.

Education: Parents/Carers

Dawley Brook Primary School provides information and awareness to parents and carers through:

Letters, newsletters, schoolweb site, official school social networking sites;
Parents evenings, Nursery/Reception induction meetings;
Online Safety sessions for parents/carers;

Curriculum activities.

Dawley Brook Primary School: Online Safety Policy 2022-23 14



Education & Training: Staff/Volunteers

All staff should be aware that technology is asignificant componentin many safeguarding and wellbeingissues.

All staff/volunteers receive regular Online safety training and understand their responsibilities, as outlined in this policy.
Trainingis offered as follows:

* A planned programme of up to date, formal Online Safety training is made available to staff.

* Allnew staff receive Online Safety training as part of theirinduction programme, ensuring that they fully understand the school Online Safety Policy and
Acceptable Use Agreements;

* The Designated Safeguarding Lead receives regular updates through attendance at Designated Safeguarding Lead Forums and by reviewing guidance
documentsreleased by DfE, DGfL, LA, DSPP and others;

* ThisOnline Safety policy andits updates are presented to and discussed by staff in staff meetings and INSET days;

* The Designated Safeguarding Lead provides advice, guidance and training as required to individuals.

All staff are familiar with the school policy including:
* Safe use of e-mail;
» Safeuse oftheinternetincluding use of internet-based communication services, such as instant messaging and social network orany other school approved
system;
* Safe use of the school network, including the wireless network, equipment and data;
» Safe use of digital images and digitaltechnologies, such as mobile phones and digital cameras;
* Publication of pupil information/photographs/videos/posts/blogs/calendars and information available on the school website;
* Capturingandstoring photographs/videos/audio files on personaland school/academy owned devices
* Cyberbullying procedures;
* Theirrolein providing Online Safety education for pupils;
* The needto keep personal informationsecure.

All staff are formally updated about Online Safety matters at least once a year.

Training: Governors

Governors take part in Online Safety training/awareness sessions, particularly those who are members of any sub-committee involved in Computing, Online Safety,
Health and Safety or Child Protection.

Thisis offered by:

* Attendance attraining provided by the Local Authority / National Governors Association /DGfL/ DSPP or otherrelevant organisation;
* Participationinschool training/information sessions for staff or parents/carers;
* Invitationto attendlessons, assemblies and focus days.
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Technical: Infrastructure/equipment, filtering and monitoring

The managed service provider, is responsible for ensuring that the school ‘managed’ infrastructure/network is as safe and secure as is reasonably possible.
The school is responsible for ensuring that policies and procedures approved within this document are implemented.

Filtering

DGfL filteringis provided by RM SafetyNet. The IWF (Internet Watch Foundation) listand the “police assessed list of unlawful terrorist content, produced on
behalf of the Home Office”, isintegrated into this database.

Web filtering policies are applied based on:

“who” (useror usergroup froma directory),
“what” (type of content),
“where” (clientaddress —eitherhost, subnet orrange),

“when” (time period)inafiltering policy tablethatis processed fromtop-down

Monitoring

DGfL’s monitoring solutionis provided by Smoothwall. Smoothwall’s detection technology monitors imagery, words and contextual phrases, during online and
offline activity, to identify behaviour which may represent a safeguarding risk or breach of acceptable use policies.

School ICT systems will be managed in ways that ensure that the school meets the Online Safety technicalrequirements.

9 There will be regular reviews and audits of the safety and security of school ICT systems

I Servers, wireless systems and cabling must be securely located, and physical access restricted to authorised users

9 Alluserswill have clearly defined access rights to school/academy ICT systems

All users will be provided with ausername and password

Users will be required to change their password atleastannually oras is deemed appropriate by the Online Safety Lead e.g. follow ing a suspected cyber
attack or personal security breach. Dawley Brook Primary School have implemented the ‘ DGfLSecurity Enhancements’ which includes a policy to force users
to change theirpassword regularly and can define the level /complexity of password required.

Users will be made responsibleforthe security of their username and password. They must not allow other usersto access the systems usingtheirlogon
details and mustimmediately report any suspicion or evidence that there has been a breach of security.
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Dawley Brook Primary School maintains and supports the managed filtering service provided by DGfL. The school can provide enhanced user-level filtering through
the use of RM SafetyNet filtering or MDMs (Managed Mobile Device systems).

The school manages and updates filtering requests through the RMService desk/ RM SafetyNet management console.

Requests from staff for sites to be removed from the filtered list will be considered by the Headteacher. If the request is agreed, this action will be recorded, and
logs of such actions shall be reviewed regularly by the Online safety Committee.

Remote managementtools are used by staff to control workstations and view user’s activity.
An appropriate systemisin place foruserstoreportany actual/potential Online safety/E-Safety incident to the relevant person.

The managed service provider ensures that appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, workstations,
hand- held devices etcfrom accidental or malicious attempts which might threaten the security of the school systems and data.

Anagreed procedureisin place forthe provision of temporary access to “guests” (e.g. trainee teachers, visitors) onto the school system. This is auditable.

A guardianship documentis signed before school owned equipment leaves the premises. This clearly outlines the user’s responsibilities.

Anagreed procedureisin place regarding the use of removable media (e.g. memory sticks / hard drive / DVDs) by users on school workstations/portable devices.
The school infrastructure and individual workstations are protected by up to date virus software.

Personal datacannot be sent overthe internet ortaken off site unless safely encrypted or otherwise secured.

The school has responsibility for ensuring files and applications accessed via CC4 Access or a similarapplication, comply with information and data security practices.
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Curriculum

Online/E-Safetyisafocusinall areas of the curriculum.
The Computing Curriculum specifically identifies ‘Digital Literacy’ as a focus.
Staff will re-enforce Online Safety messages in the use of ICT across the curriculum and during Computing lessons.

In lessons, where internet use is pre-planned, students are guided to sites checked as suitable for their use and there are processes in place for dealing with any
unsuitable materialthatis foundininternetsearches.

Where pupils can freely search the internet, e.g. using search engines, staff monitor the content of the websites the young people visit.
The school provides opportunities within arange of curriculum areas to teach about Online Safety.
The school teaches ‘Digital Literacy’ as part of the new ‘Computing’ programme of study.

It is accepted that from time to time, for good educational reasons, students may need to research topics (e.g. racism, drugs, discrimination) that would normally
result in internet searches being blocked. In such a situation, staff can request that the network manager or managed service provider temporarily remove those sites
fromthe filtered listforthe period of study. Any requests to do so are auditable and should be logged.

Pupils are taughtinall lessons to be critically aware of the materials/content they access on-lineand are guided to validate the accuracy of information

Pupils are taught to acknowledge the source of information used and to respect copyright when using material accessed on the intemet. Pupils are aware of the
impact of Cyberbullying, Peer on Peer abuse, Sharing of Nude/Semi-nude images (Sexting), Cybercrime, Revenge Porn and Radicalisation and know how to seek help
if they are affected by any form of online bullying or exploitation. Pupils are also aware of where to seek advice or help if they experience problems when using the
internetand related technologies;i.e. parent/carer, teacher/ trusted staff member, oran organisation such as Childline or CEOP report abuse button.
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Use of digital and video images

https://safeguarding.dudley.gov.uk/safeguarding/child /work-with-children-young-people/online-safety-and-use-of-images/

When using digital images, staff inform and educate pupils about the risks assodiated with the taking, use, sharing, publication and distribution of images. They
recognise the risks attached to publishing theirown images on the internet e.g. on social networking sites.

Staff can take digital/video images to support educational aims, and follow school policies concerning the storing, sharing, distribution and publication of those
images. Those images are only taken on school equipment The personal equipment of staff is not used for such purposes;

Pupils are not permitted to use personal digital equipment, including mobile phones, smart watches and cameras, to record images of the others, this includes
whenonfieldtrips;

Care is taken when capturing digital/videoimages, ensuring pupils are appropriately dressed and that they are not participating in activities that might bring the
individuals orthe school into disrepute;

Pupils must nottake, use, share, publish or distribute images of others without their permission;

Photographs published on the website, or elsewhere that indude pupils will be selected carefully and comply with good practice guidance on the use of such
images;
Pupils’ fullnames will not be used anywhere on awebsite or blog, particularly in association with photographs;

Written permission from parents or carers is obtained before photographs of pupils are published on the school website or on an official school social
networking application;

Pupil’s work can only be published with the permission of the pupil and parents or carers. Parents/carers should have signed the DSPP consent forms;

In accordance with guidance from the Information Commissioner’s Office, parents/carers are welcome to take videos and digital images of their children at
school events for their own personal use (as such use is not covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection,
these images should not be published/made publicly available on social networking sites, nor should parents/carers comment on any activities involving other
pupilsinthe digital/video images.
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Remote Working: Communicating with parents, carers and pupils

Where education is taking place remotely, it’simportant for schools, teachers and pupils to maintain professional practice as much as possible.

When communicating online with parents and pupils, staff:

Communicate within schoolhours as much as possible (or hours agreed with the schoolto suit the needs of staff);
Communicate through the school channels approved by the seniorleadership team;

Use school email accounts (not personal ones);

Use school devices over personal devices wherever possible;

Do notshare personal information.

Dawley Brook Primary School has its own Remote Learning Policy which outlines whole school proceduresin light of a period of school closure.

Video and online conferencing/lessons:

Recording of video conferences

The ability to record a lesson, tutorial or meeting has many advantages. It can benefit several learning activities, induding the delivery of training events, briefings,
webinars and the discussions of projects; discussions and content can then be referred to or made available as an ongoing resource. However, where video
conferencingis used, Dawley Brook Primary School considers the following safeguarding points:

Staff members do not hold one-to-one video conferences with a participant due to safeguarding risk. Where a video conference is required with an individual,
two members of staff are presentonthe video conference;

The school has an agreed etiquette forvideo conferencing which is understood by stakeholders;

Staff members work against a neutral background. Staff present themselves as they would if they were giving a face-to-face lesson/meeting, both in dress e.g.
notin theirsleepwearordressinggowns andin manner;

Participants are aware that some video conferencing platforms save a copy of all chat and all conversations (one to one and group), even it is deleted
afterwards. Anything written down could be asked forin aninformation access request;

Where lessons/tutorials are delivered to a class, parents/carers and students are provided with safeguarding and etiquette guidance in advance of the

lesson/tutorial e.g. the student should participate in a room with an open door and parents/carers should try and ensure a trusted adult is in the same premises
as the studentwhile the lesson takes place;

The school may choose to record the lesson/tutorial/meeting if there is a ‘lawful basis’. The legitimate interest needs to take into account the rights and
freedoms of the individual and where the participant does not wish to or consent to be recorded, their camera should be switched off. Video conferencing
participants should also ensure they have muted their microphone if they do not wish to be recorded;

Dawley Brook Primary School: Online Safety Policy 2022-23 20



* Wherethe lessons/tutorials/meetings are recorded, parents/carers should be informed of:
0 The lawful basis forthis, whichisdocumented in our Privacy Notice;
0 The period of time the recording will be kept for;
0 Whereitwill be stored;
0 Who hasaccess tothe recording.
* Screenshots must not be taken by eitherstaff or participants;

* Participants should be reminded that the chat facility on the video conferencing must not be used for personal discussions either during the conference or
after;

* Wherethelesson/tutorial/meetingis recorded with the participants camera on and thus capturing theirimage, full written parental/carer consent has been
sought. Where consentis notgiven, the lesson/tutorial/meetingis notrecorded if the participant has their camera/microphone switched on.

Recording of a video conference is not permitted for some limited matters. If you have any doubts as to whetheryourvideo conferencewillfall underany of the
below categories, you should contact your organisations Designated Safeguarding Lead and Data Protection Officerin the first instance foradvice. Call recordingis not
permitted wherethe meetingincludes discussions about individuals with regards to any of the below. Thisincludes current, former or prospective students, staff or
service users:

¢ Counselling, wellbeing or welfare.

e Anydisciplinary hearingincluding those relating to safeguarding.
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Data Protection

Dawley Brook Primary School has a Data Protection Policy that meets statutory guidance.

Personal datais recorded, processed, transferred and made available accordingto the current Data Protection Act.
The school has paid the appropriate fee to the Information Commissioner’s Office (1CO);
The school has appointed a Data Protection Officer (DPO). The school may also wish to appointa Data Manager and systems controllers to supportthe DPO;

The will hold the minimum personal data necessary to enable it to perform its function and it will not hold it for longer than necessary for the purposes it was
collectedfor;

Data held must be accurate and up to date. Inaccuracies are corrected without unnecessary delay;

The lawful basis for processing personal data (including, where relevant, consent) has been identified and documented and details provided in a Privacy Notice;
Where special category datais processed, alawful basis and a separate condition for processing have been identified;

Data Protection Impact Assessments (DPIA) are carried out;

The school has clear and understood arrangements for access to and the security, storage and transfer of personal data, induding, where necessary, adequate
contractual clauses or safeguards where personal datais passed to third parties e.g. cloud service providers;

Procedures are in place to deal with the individual rights of the data subjecti.e. a Subject Access Requests to see all or a part of their personal data held by the
data controller;

There are clearand understood data retention policies and routines for the deletion and disposal of data;

There is a policy for reporting, logging, managing and recovering from an information risk incident which recognises the requirement to report relevant data
breachestothe ICO within 72 hours of the breach, where feasible;

Consideration has been given to the protection of personal datawhen accessed using any remote access solutions;

The Freedom of Information Policy sets out how FOl requests are actioned.

All staff receive data handling awareness/data protection trainingand are made aware of their responsibilities.

Staff ensure thatthey:

Take care at all times, to ensure the safe keeping of personal data, minimising the risk of its loss or misuse;

Access personal data on secure password protected computers and other devices, at the school and home, or via school systems, ensuring that they are
properly “logged-off” at the end of any session in which they are using personal data;

Transfer data using encryption and secure password protected devices.
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When personal datais stored on any portable computersystem, USB stick or any otherremovable media:
* The data mustbe encrypted, and password protected;
* The device must be password protected;
* The device mustofferapproved virus and malware checking software;

* Thedata mustbe securely deleted fromthe device, in line with school policy once ithas been transferred orits use is complete.
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Communications

When using communication technologies, Dawley Brook Primary School considers the following as good practice:

The official school email service may be regarded as safe and secure and is monitored. Staff and pupils should therefore use only the school email service to
communicate with others when inthe school, oron school systems e.g. by remote access from home;

Users are aware that email communications may be monitored;

Users must immediately report, to the nominated person —in accordance with the school policy, the receipt of any email that makes them feel uncomfortable,
is offensive, threatening or bullying in nature and must not respond to any such email;

Any digital communication between staff and pupils or parents/carers (email, chat, school VLE etc.) must be professional in tone and content. These
communications may only take place on offidal (monitored) school systems. Personal email addresses, text messaging or public chat/social networking
programmes must not be used forthese communications;

Pupils are provided with individual school email addresses for educational use. Dawley Brook Primary School may choose to use group or class email addresses
for youngerage groups e.g.formembers of the Early Years Foundation Stage;

Pupils should be taught about email safety issues, such as the risks attached to the use of personal details. They should also be ta ught strategies to deal with
inappropriate emails and be reminded of the need to write emails clearly and correctly and notinclude any unsuitable or abusive material;

Personal information should not be posted onthe school website, on publicfacing calendars and only official email addresses should be used to identify
members of staff;

Pupils are allowed to bring personal mobile devices/phones/smart watchesinto the school,but must not use them for personal purposes within lesson time. At
all timesthe device must be switched onto silent;

The school allows staff to bringin personal mobile phones and devices fortheirown use. Under no circumstances should amember of staff contact a pupil or
parent/carerusingtheir personal device unless authorised to do so by the school;

The school is not responsible for the loss, damage ortheft of any personal mobile device;
The sending of inappropriate text messages, images and videos between any member of the school community is not allowed;
Users bringing personal devices into the school must ensurethere is noinappropriate orillegal content on the device;

The school provides asafe and secure way of using chatrooms, blogs and other ‘social networking technologies’ viaa Learning Platform or similar system.

Dawley Brook Primary School: Online Safety Policy 2022-23 24



Social Media: Protecting Professional Identity

All schools/academies and local authorities have a duty of care to provide a safe leaming environment for pupils and staff. Dawley Brook Primary School has an
additional Social Media policy that sets out clear guidance for staff to manage risk and behaviour online.

Dawley Brook Primary School provides the following measures to ensure reasonable steps are in place to minimise risk of harm to pupils, staff and the school, through
limiting access to personal information:

* Training, toinclude:acceptable use, social mediarisks, checking of settings, data protection
* Clearreportingguidance, including responsibilities, procedures and sanctions

* Riskassessment, includinglegal risk

Dawley Brook Primary School staff should ensure that:

* Noreference should be made in social mediato students / pupils, parents / carers or school/academy staff
* Theydo notengage inonline discussion on personal matters relating to members of the school /academy community
* Personal opinions should not be attributed to the school /academy/MAT or local authority (delete /amend/ add as relevant)

* Security settings on personal social media profiles are regularly checked to minimise risk of loss of personal information.

Personal Use:
Personal communications which do notreferto or impact upon the school are outside the scope of this policy.
Where excessive personal use of social mediain school is suspected, and considered to be interfering with relevant duties, disciplinary action may be taken.

Dawley Brook Primary School permits reasonable and appropriate access to private social media sites.

Monitoring of Public Social Media:
As part of active social mediaengagement, itis considered good practice to pro-actively monitor the Internet for public postings about the school.

The school will effectively respond to social media comments made by others according to adefined policy or process.

Dawley Brook Primary School’s use of social media for professional purposes will be checked regularly by the senior risk officer and Online Safety committee, to
ensure compliance with the Social Media, Data Protection, Communications, Digital Image and Video Policies.
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Unsuitable/inappropriate activities

All monitoring, surveillance orinvestigative activities are conducted by authorised staff.

Dawley Brook Primary School will take all reasonable precautions to ensure Online safety/E-Safety is a key focus. However, owing to the international scale and linked
nature of Internet content, the availability of mobile technologies and speed of change, it is not possible to guarantee that unsuitable material will never appearon a

school computeror mobile device.

Staff and pupils are given information about unacceptable use and possible sanctions.

Sanctions available include:

* Interview/counselling by Online Safety Lead or Head teacher;
* Informingparents orcarers;

* Removal of Internetor computeraccessfora period, (which could ultimately prevent access to files held on the system);

» Referral to LA or external support agencies.

Dawley Brook Primary School policies includeinfringements relating to online activities e.g. Behaviour policy, Anti-bullying policy, Child Protection policy.

Our Designated Safeguarding Lead acts as first point of contact for any safeguarding concern. These are dealt with in accordance with Dawley Brook Primary School
and Dudley Safeguarding People Partnership Board (DSPPB) procedures.

Any complaint about staff misuseis referred to the Headteacher.
Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying Policy.

There are however a range of activities which may, generally, be legal but would be inappropriate in a school context, either because of the age of the users or the
nature of those activities.
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Acceptable Use Agreements (AUAs)

Staff/Volunteer Acceptable Use Agreements are intended to ensure that:

» Staff and volunteers will be responsible users and stay safe while using the internet and other communications technologies for edu cational, personal and
recreational use;

* DawleyBrook Primary School systems and users are protected from accidental or deliberate misusethat could put the security of the systems and users at risk;

» staff are protected from potential riskin their use of technology in their everyday work.

Pupil Acceptable Use Agreements are intended to ensure that:

* Youngpeople willbe responsible users and stay safe while using the internet and other digital technologies for educational, personaland recreational use;

* School systems and users are protected from accidental or deliberate misuse that could put the security of the systems and will have good access to digital
technologiesto enhance theirlearningand will, inreturn, expect the pupilsto agree to be responsible users;

* Pupilsunderstand that everyone has equal rights to use technology as aresource;

* Pupilsunderstand thatlam responsible for my actions both inside and outside of the educational establishment.

Community Users Acceptable Use Agreements are intended to ensure that:
* Community users of Dawley Brook Primary School digital technologies will be responsible users and stay safe while using these systems and devices;

* DawleyBrook Primary School systems, devices and users are protected from accidental or deliberate misuse that could put the security of the systemsand
users at risk;

* usersare protected from potential riskin their use of these systems and devices.
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Safety Response Flowchart
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